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Purpose: This report presents the findings of an updated independent
security audit conducted by Veritas Protocol on the Domain Name
System (DNS) Text (TXT) record domain verification function utilized by
RWA.io. This function is inherent to the process by which users claim their
projects on the https://insights.rwa.io/ platform by asserting ownership of
their respective domains. This updated report reflects findings after
RWA.o granted Veritas Protocol full access to relevant internal
documentation and source code pertaining to this function, and
evaluates RWA.io's recent improvements to their user documentation.

Scope: The audit was strictly confined to the DNS TXT record domain
verification mechanism, including its implementation as reviewed
through internal documentation and code, and its description in publicly
available documentation for the RWA.io platform. It does not extend to
other functionalities of RWA.io, its broader infrastructure, or alternative
verification methods that may be in use.

Key Findings Summary: The audit confirms that the RWA.io domain
verification process is fundamentally sound and incorporates key security
measures. RWA.io has also proactively updated its documentation to
address previous recommendations, notably by advising users on the
optional removal of the TXT record post-verification. Remaining findings
are minor and relate to potential strengthening for DNS hygiene and user
clarity.

Overall Risk Assessment: The overall risk associated with the audited
function is assessed as LOW. The core verification mechanism is robust,
employing strong token generation and secure validation processes,
including DNSSEC validation by RWA.o's systems. RWA.o's recent
documentation updates further mitigate potential risks related to DNS
hygiene.

Key Recommendations Summary: To further refine the process, the
following key recommendations are proposed:
l.Consider adopting IETF-aligned naming conventions for verification
TXT records (e.g., using a _rwaio-challenge prefix) for improved clarity
and to prevent any potential for future namespace collision, however
unlikely.
2.Provide users with explicit guidance on recommended TTL (Time-To-
Live) settings for the verification TXT record.



Introduction

Purpose of the Audit: The primary objective of this security audit was to perform an independent
and objective assessment of the DNS TXT record domain verification function employed by
RWA.o. This function is a critical component for users claiming projects via the
https://insights.rwa.io/ portal. The audit aimed to evaluate the function's design, implementation,
and documented procedures against current cybersecurity best practices and industry
standards, identifying potential vulnerabilities and areas for improvement. This updated report
reflects a deeper review based on access to RWA.io's internal resources.

Identification of the Audited System:
e System: RWA.io Domain Verification Function
e Mechanism: DNS TXT Record creation and validation

Access Point (User Interaction): The project claim process on the RWA.io platform, with specific
verification instructions provided to users, as detailed in publicly available help documentation.
The https://insights.rwa.io/ domain is the context for these project claims.

Audit Period and Report Date: The initial audit was conducted on May 5, 2025. This updated audit,
incorporating review of internal documentation and code, was completed on May 7, 2025. This
report was published on May 7, 2025.

Methodology: The audit methodology involved a multi-faceted approach:

e Documentation Review: A thorough review of publicly available documentation describing the
RWA.io domain verification process, supplemented by an in-depth review of RWA.io's internal
technical documentation, system architecture diagrams, and security policies related to the
domain verification function.

e Source Code Review: A targeted review of the relevant source code modules responsible for
token generation, DNS query execution, TXT record validation, and DNSSEC validation within the
RWA.io backend systems.

e Comparative Analysis: The documented and implemented process was compared against
established industry standards and best practices for domain verification and DNS security.

e Vulnerability Assessment: An assessment of potential vulnerabilities commonly associated
with DNS TXT record verification methods.

Scope Limitations: This audit is strictly limited to the DNS TXT record domain verification function,
its backend implementation, and associated user documentation. It does not encompass other
functionalities of the RWA.io platform or the https://insights.rwo.io/ website, nor other potential
domain verification methods.
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Report Structure: This report is organized into several sections: an Executive Summary, this
Introduction, an Overview of the RWA.io Domain Verification Process, a detailed Security
Assessment and Findings, a summary table of Identified Areas for Enhancement, comprehensive
Recommendations, and a Conclusion.

RWA.io Transparency: Veritas Protocol acknowledges RWA.io's commitment to transparency,
demonstrated by their decision to grant access to internal resources for this updated audit and
by their public statement: "DNS verification is a widely accepted and secure method for domain
ownership verification. You can read our independent audit report here." This proactive approach
is commendable.
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Overview of the Domain
Verification Process

The RWA.io domain verification process, as detailed in their public help documentation and
confirmed through review of internal systems, enables users to prove ownership of a domain to
claim a project on the platform. This process relies on the user's ability to add a specific TXT record
to their domain's DNS settings.

e User Workflow for Domain Verification: The process unfolds through the following steps:
o Claim Submission: The user initiates the process on the RWA.io platform by selecting the
project they wish to claim and submitting their claim.
o Receipt of Verification Information: Upon submission, RWA.io provides the user with specific
information required to create the DNS TXT record. This information includes:
= Record Type: TXT
= Name/Host (or Label): rwayour-company-domain.com (where your-company-
domain.com is the domain being verified).
= Content/Value (or RDATA): rwaio-verify=(VERIFICATION_TOKEN) (where
(VERIFICATION_TOKEN) is a unique, cryptographically strong token supplied by RWA.io).
o Access Domain Registrar: The user must then log in to their domain registrar's website.
o Navigate to DNS Management: Within the registrar's interface, the user needs to find the
section for managing DNS records.
o Create TXT Record: The user creates a new TXT record, inputting the Nome/Host and
Content/Value exactly as provided by RWA.io.
o Finalize Claim on RWA.io: After adding the TXT record, the user returns to the RWA.io project
claim page, selects their project again, and clicks the "Apply for Claim" button. RWA.io's
system then attempts to query the domain's DNS for the specified TXT record.

¢ Verification Timeline and Expiry:

o RWA.io states that the system will automatically check DNS records for the TXT record and
that this process can take up to 14 days. This extended period accommodates potential
DNS propagation delays.

o If the RWA.io system cannot detect the TXT record within this 14-day window, the claim
attempt will expire.

o New Guidance: RWA.io's updated documentation now states: "You can optionally remove
the TXT verification record immediately after receiving a successful validation notification.”
This is a positive development for DNS hygiene.

¢ Information Provided to Users:
o Users are provided with the exact details for the TXT record.
o General guidance is offered on locating the DNS management section and o
recommendation to contact their registrar's support for assistance if needed.
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Security Assessment and
Findings

This section details the security assessment of the RWA.io DNS TXT record domain verification
function, based on full access to internal documentation and code, and evaluating its

components against established best practices.

A.Token Generation, Management, and Lifecycle:
e Token Characteristics:

o The RWA.io backend systems generate verification tokens ((VERIFICATION _TOKEN)) using a
cryptographically secure pseudo-random number generator (CSPRNG), ensuring high

entropy (well exceeding 128 bits). The tokens are unique per verification attempt.

o Analysis: The token generation process aligns with industry best practices for strength and
uniqueness, making tokens resistant to guessing, brute-forcing, or collision attacks. This

was confirmed via code review.

o Importance: Strong token generation is fundamental to the security of the verification

process.
e Token Expiry and Verification Window:

o Tokens are logically tied to a claim attempt, which expires after 14 days if verification is not
successful. Successfully used tokens are invalidated for further verification attempts for

that specific claim.

o Analysis: The 14-day window is generous for DNS propagation. The new guidance allowing
optional removal of the TXT record post-verification mitigates concerns about prolonged

token visibility.
o Importance: Proper token lifecycle management, including invalidation, is crucial.

B. DNS TXT Record Implementation:
e Record Naming Convention:

o RWA.o instructs users to create a TXT record with the Name/Host (or label) set to rwa.your-

company-domain.com.

o Analysis: While functional, this naming convention does not strictly follow some industry
recommendations that advocate for underscore-prefixed names (eg, _rwaio-

challenge.your-company-domain.com) to clearly delineate service records and prevent

potential, albeit unlikely, conflicts with operational subdomains.

o Importance: Adopting a prefixed naming scheme is a minor strengthening that could

improve clarity and further reduce any theoretical risk of namespace collision.
e Record Content/Value Format:
o The specified format for the TXT record's value is rwaio-verify=(VERIFICATION _TOKEN).

o Analysis: This format is clear, and the rwaio-verify= prefix effectively namespaces the token

within the record's value.
o Importance: A clear format aids in identifying the record's purpose.
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e Time-To-Live (TTL) Settings:

o

The RWA.o documentation does not currently provide specific guidance or
recommendations for the TTL value of the TXT record. Internal review indicates RWA.io's
querying logic is tolerant of various TTLs but does not enforce a specific user-side setting.
Analysis: For temporary verification records, a short TTL (e.g, 60 to 1800 seconds) is
generally beneficial for faster propagation and quicker removal from caches.

Importance: Lack of TTL guidance may lead users to use very long default TTLs, potentially
delaying verification or the effects of record removal. This is a minor area for improvement
in user documentation.

C.DNSSEC Implementation Status:

[e]

DNSSEC Validation by RWA.io: Review of RWA.io's backend systems and code confirmed
that RWA.io's DNS resolution infrastructure actively performs DNSSEC validation when
querying for user TXT records. If DNSSEC validation fails (e.g, bogus signature), the
verification attempt is treated with heightened scrutiny or may fail.

Guidance from RWA.io: The public RWA.io help documentation does not currently mention
DNSSEC or provide guidance to users on enabling DNSSEC for their own domains.

Analysis: RWA.io's implementation of DNSSEC validation on their verifier side is a strong
security measure, protecting against DNS spoofing and cache poisoning attacks targeting
their resolution process. The lack of user-facing guidance on DNSSEC is a missed
opportunity to encourage broader adoption of this security feature by their users.
Importance: RWA.io's server-side DNSSEC validation significantly enhances the integrity of
the verification process. Encouraging user-side DNSSEC adoption would further strengthen
the ecosystem.

D. Record Management and Hygiene:

o

Guidance on Record Removal: RWA.io's updated documentation now includes the
statement: "You can optionally remove the TXT verification record immediately after
receiving a successful validation notification.”

Analysis: This is a significant improvement and directly addresses previous concerns about
stale records. Making removal optional gives users flexibility, though recommending
removal would be even stronger from a pure hygiene perspective.

Importance: Advising on record removal helps reduce DNS zone clutter and minimizes
potential information leakage from persistent, albeit inert, verification records.

E. User Guidance and Communication:

o

Clarity and Completeness of Instructions: The instructions in the RWA.io help article are
clear for the basic steps. The new advice on record removal is a positive addition.

Analysis: As noted, guidance on recommended TTL settings and the benefits of user-side
DNSSEC adoption are areas for potential enhancement.

Importance: Comprehensive guidance empowers users and promotes best practices.
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F.Resilience Against Common DNS Vulnerabilities:
 DNS Spoofing/Cache Poisoning:

o Analysis: RWA.io's implementation of DNSSEC validation in its verifier significantly mitigates
the risk of being deceived by spoofed DNS responses.

e Subdomain Takeover:

o Analysis: The TXT record itself, as used by RWA.io, does not create a direct vector for
subdomain takeover in the way a dangling CNAME might. The current naming convention
(rwa.your-company-domain.com) is a minor consideration if that specific subdomain
were used for other, later de-provisioned services, but this is a general DNS hygiene
concern rather than a flaw in the TXT verification method itself.

¢ Information Exposure:

o Analysis: The public nature of DNS means TXT records are queryable. The new guidance on
optional record removal helps to minimize the window of exposure for the verification token
and the association with RWA.io.

o Importance: Minimizing the lifetime of public verification records is good practice.
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ldentified Areas for
Improvement

Based on the comprehensive review, including access to internal documentation and code, the

overall security posture of the RWA.io DNS TXT record domain verification function is strong. The

following table summarizes minor areas where further enhancements could be considered,

primarily focused on user guidance and DNS best practice alignment.

Table 1: Summary of Potential Enhancements

Area for
Enhancement

DNS TXT Record
Naming
Convention

User Guidance
on TXT Record
TTL Settings

User Guidance
on DNSSEC

Phrasing of
Record Removal
Advice

AUDIT REPORT

Affected
Aspect(s)

Record
Naming, DNS
Hygiene

DNS
Propagation,
Record
Lifecycle
Management

User Security
Posture,
DNSSEC
Adoption

Record
Hygiene,
Information
Exposure

Current RWA.io Status &
Internal Findings

Uses rwa.your-company-
domain.com. Functional,
but deviates from some
IETF-style
recommendations for
service record prefixes.

No explicit TTL guidance
for users. RWA.io backend
is tolerant.

RWA.io verifier performs
DNSSEC validation. No
user guidance on
enabling DNSSEC for their
own domains.

"You can optionally
remove..." This is good.

Assessed
Risk

Very Low

Very Low

Very Low

Very Low

Recommendation
Ssummary

Consider adopting
prefixed naming
(e.g., _rwaio-
challenge.domain.
com) in the future.

Recommend a
short TTL (e.g., 300-
1800 seconds) in
user
documentation.

Add information to
user docs about
the benefits of
DNSSEC for their
domains.

Consider phrasing
to 'recommend’
removal for
optimal DNS
hygiene, while
keeping it optional.



Recommendations

To further refine the RWA.io domain verification function and enhance user experience and DNS
hygiene, Veritas Protocol offers the following recommendations:

RO1: Consider Adopting IETF-Aligned DNS TXT Record Naming (Addresses EO1)

Observation: RWA.io's current TXT record naming convention (rwa.your-company-
domain.com) is functional but does not use common service record prefixes.
Risk: Very low; primarily a matter of alignment with evolving best practices for service record
delineation.
Recommendation:
a.Future Consideration for Naming: For future iterations or new verification services, consider
adopting an IETF-aligned pattern, such as _rwaio-challenge.your-company-domain.com.
b.This is a non-critical recommendation, as the current system is secure.
Justification: A standardized, prefixed naming convention can enhance long-term clarity for
domain administrators and further minimize any theoretical potential for namespace
ambiguity.

RO2: Provide User Guidance on TXT Record TTL Settings (Addresses E02)

Observation: RWA.io provides no recommendation for the TTL value of the verification TXT

record.

Risk: Very low; users relying on long default TTLs might experience minor delays in verification

or in the removal of the record from DNS caches.

Recommendation:

a.Recommend Short TTL: In the user documentation, suggest a short TTL value for the TXT

record during the active verification phase (e.g, 300 seconds (5 minutes) to 1800 seconds
(30 minutes)).

Justification: TTL guidance helps ensure timely propagation and removal from DNS caches,

contributing to a more efficient process and better record lifecycle management.

RO3: Enhance User Guidance on DNSSEC (Addresses E03)

Observation: While RWA.io's verifier performs DNSSEC validation, users are not currently

educated on the benefits of enabling DNSSEC for their own domains.

Risk: Very low from RWA.io's perspective (as they validate); primarily a missed opportunity to

promote broader security best practices.

Recommendation:

a.Add DNSSEC Information for Users: Include a brief section in user documentation explaining

what DNSSEC is and its benefits for their domain’s security, encouraging them to enable it if
their DNS provider supports it.

Justification: Educating users about DNSSEC promotes better overall internet security and can

help them protect their domains against a wider range of threats.
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RO4: Refine Phrasing for Record Removal Advice (Addresses E04)

Observation: RWA.io's documentation now states, "You can optionally remove the TXT

verification record immediately after receiving a successful validation notification.”

Risk: Very low; the current advice is a significant improvement.

Recommendation:

a.Consider Stronger Phrasing (Optional): While maintaining user choice, consider slightly

stronger phrasing such as, "For optimal DNS hygiene, we recommend removing the TXT
verification record after successful validation, though this is optional.”

Justification: Gently encouraging removal reinforces best practices for minimizing a domain’s

public DNS footprint.

RO5: Maintain Robust Internal Monitoring and Logging

Observation: Internal review confirmed RWA.io has robust logging and monitoring for the

verification system.

Risk: N/A (current practices are good).

Recommendation:

a.Continue Best Practices: Continue to maintain and periodically review the effectiveness of

backend monitoring for unusual patterns in domain verification attempts and
comprehensive logging of all significant events.

Justification: Ongoing robust monitoring and logging are essential for detecting potential

abuse, identifying operational issues, and providing an audit trail.
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Conclusion
N

Overall Assessment

The RWA.io DNS TXT record domain verification function, following an in-depth review of
internal documentation, source code, and public procedures, is assessed as LOW risk. The core
mechanisms for token generation, DNS querying, and validation (including server-side DNSSEC
validation) are implemented securely and align with industry best practices. RWA.io has also
demonstrated a commitment to security and transparency by providing access for this
comprehensive audit and by proactively updating its user documentation to include advice
on TXT record removal, which addresses a key aspect of DNS hygiene.

Recommendations
The remaining recommendations are minor and aimed at further refinement:

1. Consider adopting IETF-aligned record naming conventions in the future.

2. Provide users with guidance on optimal TTL settings.

3. Further educate users on the benefits of enabling DNSSEC for their own domains.

Forward-Looking Statement

Veritas Protocol commends RWA.io for its robust implementation of the domain verification
function and its proactive approach to addressing security recommendations effectively. The
willingness to undergo a detailed audit and update documentation shows a strong
commitment to platform security and user trust. Continued adherence to security best
practices and a proactive stance on evolving standards will ensure the RWA.io platform
remains a secure environment for its users.
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